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Introduction

SafeBreach Labs discovered a new vulnerability in the Realtek HD Audio Driver Package, which is

deployed on PCs containing Realtek sound cards.

In this post, we will demonstrate how the CVE-2019-19705 vulnerability could have been used in order
to achieve defense evasion and persistence by loading an arbitrary unsigned DLL into a signed

process that runs as NT AUTHORITY\SYSTEM.

Note: In order to exploit this vulnerability the attacker needs to have Administratorplivileges.
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Introduction

SafeBreach Labs discovered a new vulnerability in the Realtek HD Audio Driver Package, which is

deployed on PCs containing Realtek sound cards.

In this post, we will demonstrate how the CVE-2019-19705 vulnerability could have been used in order
to achieve defense evasion and persistence by loading an arbitrary unsigned DLL into a signed
process that runs as NT AUTHORITY\SYSTEM.

Note: In order to exploit this vulnerability the attacker needs to have Administratorplivileges:
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